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1 Introduction 

The importance of trust in any relationship cannot be denied. This is also the case for any 
relationship between a data or service provider and its users, whether these users are indi-
vidual citizens, companies or other public authorities. As a general principle, trust involves 
one person taking a risk to confide in another person, hoping to benefit from this relation-
ship. 1  In the information society, the concept of trust has broadened its scope from solely 
inter-human relationships to interactions between technology, devices, systems and users. 
This is also referred to as computational trust. 2  

There is no one single legal definition of trust. From a legal point of view, trust involves dif-
ferent aspects, not all of which are relevant in the framework of EGDI-Scope.3 It can relate 
to legitimate expectations that parties in a relationship can have, for instance in the negotia-
tion phase of a contract.4 It can also be linked to evidence law and the legal validity of evi-
dence: this is based on a sort of trust in the ability of established and formal criteria to de-
termine whether evidence is trustworthy (e.g. a signed contract has an accepted evidence 
value, while other documents or witness declarations may have less value).  For electronic 
documents and digital data, the evidence value still remains under discussion.  

There is no overarching concept of trust in the European legal framework, but elements 
creating the legal conditions for this trust to occur can be found in legal provisions relating 
to many different topics. In this deliverable we provide an overview of the issues and provi-
sions relating to trust that need to be taken into account in the context of the sharing of 
geological data and the implementation of the European Geological data Infrastructure 
(EGDI).  These relate e.g. to the following aspects: identity management and digital creden-
tials, electronic signatures, the risks and opportunities of cloud computing, data protection 
and security, digital rights management and access control. It should be kept in mind that 
trust may also relate to the concept of legitimate expectations and good governance, hence 
it may also have an impact on the governance model that will be presented in one of the 
next deliverables in this project.  

No matter how the EGDI is designed, its most important aspect is that it can and will be 
used by all organisations and people needing geological data. For this to be materialised, it 
is essential that the EGDI invokes sufficient trust from both the providers and users in that 
they are certain that their rights and interests are being safeguarded, that they can count on 
the data, services, technology, policies and people that are part of the infrastructure. In 

                                                   

1
 F. Sultan et al. (2002). “Determinants and Role of Trust in E-business. A Large Scale Empirical Study”, 

MIT Sloan School of Management Working Paper, 

http://papers.ssrn.com/sol3/papers.cfm?abstract_id=380404 (accessed on 22/05/2013).  
2
 J. Dumortier et al. (2011). “D.7.1 Legal Requirements for Trust in the IoT”, uTRUSTit project report, 

http://www.utrustit.eu/uploads/media/utrustit/uTRUSTit_D7.1_Legal_Requirements_for_Trust_in_the

_IoT_final.pdf (accessed on 22/05/2013). (hereafter: [Dumortier et al 2011.]) 
3
 E.g. relating to the legal entity ‘trust’, used for charities or family estates.  

4
 M. Cohen (1933). “The Basis of Contract”, Harvard Law Review 46(4), 578-580; C. Caufmann (2005). De 

verbindende eenzijdige belofte. Antwerpen: Intersentia, 952 p.  
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general, one could say that three main domains can be envisioned in which a relationship 
of trust needs to be developed: trust in the data, trust in the services, and trust in the peo-
ple.  

Trust in the data 

For the user to feel comfortable in using the geological data sets (both primary and de-
rived) offered by the EGDI, he or she has to have enough guarantees and safeguards 
that the data are reliable and of sufficient quality and fitness for purpose for the objec-
tives he wants to obtain. Several measures and tools are available to increase this 
trust, including metadata, transparent quality assessment procedures, authoritative da-
ta, security measures for maintaining the authenticity and integrity of the data, etc. The 
more different providers of data are included in the EGDI, the more difficult it will be to 
maintain the trust in the data.  

Trust in the services 

If a user has to rely on obtaining data via services such as the INSPIRE network ser-
vices, he or she has to be able to rely on the availability of these services whenever 
they are needed. Hence, a sufficient level of service has to be guaranteed by the ser-
vice providers in the EGDI, and the offered level of service has to be communicated 
clearly to the users of the services via what is generally referred to as service level 
agreements or terms of service. The required level of service is to a large extent de-
termined by the INSPIRE implementing rules relating to the network services, but may 
also need to be laid down for other services in the EGDI.  

Trust in the people 

An essential part of the EGDI is the people and organisations that are using it, both to 
provide data and services and to use these data and services. For the data providers it 
may be important, depending on the data and use conditions, to know who is using 
their data and how they are using it. For the data users it is important to know who the 
data is stemming from and that access and use of the data is not unnecessarily re-
stricted. In addition, they need to be sure that the information on their identity and their 
use of the data is not misused by the data provider. This relationship involves issues 
such as authentication and identity management, rights management and personal 
data protection.  

Trust in the EGDI may have different levels and different forms. For instance, in the case of 
open data, trust will mostly involve the guarantee to the users that the data will remain 
openly available in the future, but it may also refer to the trust users can put in the accuracy 
and currency of the data, as outlined in the metadata. In case of restricted data, trust will be 
more linked with the security and confidentiality of the data and services: how can it be 
safeguarded that only the persons who are authorised to see or use the data, are able to 
do so? 

The measures that are necessary to develop trust may also differ according to the technol-
ogy that is used. One of the options for the EGDI would be not to develop a separate infra-
structure, but rely on existing infrastructure offered by the private sector, i.e. the cloud. This 



EGDI-Scope D5.1 

7 

 

may have an impact on the way the EGDI needs to be organised and what measures are 
sufficient for ensuring trust.  

In the following sections, we will give an overview of the main elements in the European 
regulatory and policy framework that need to be taken into account in the creation of a 
trusted EGDI. These elements will in most cases require a particular decision or the devel-
opment of a process by the governance structure that will be built to develop and maintain 
the EGDI. This report does not aim to provide these decisions or processes, but only to 
highlight that they need to be made.  
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2 Elements of trust in the EGDI 

As already indicated in the introduction, ensuring trust in the EGDI involves on the one 
hand the promotion of transparency and openness about the data and services that are 
being offered; and on the other hand security measures that protect the confidentiality of 
data and services if needed. A proper balance needs to be sought between both aspects, 
taking into account the required accessibility of the data and services.  

For instance, if the EGDI chooses in its first stage to focus on open data, it may not require 
much attention for security measures. However, it can be assumed that not all data will be 
openly available and that access to some data and services will be restricted to authorised 
persons, for instance for national security reasons. In such cases, security measures to 
protect the integrity and authenticity of the data and access control mechanisms will be 
required. Making the EGDI into a trusted infrastructure involves applying the measures 
when necessary, based on an impact assessment and with an eye for the proportionality of 
the measures.  

2.1 Trust in the data 

Trust in the data included in the EGDI relates to a number of aspects: integrity, authenticity, 
but also the quality of the data. However, quality can have different meanings. For some, it 
relates to the consistency with specifications, while for others it is about meeting or exceed-
ing their expectations, in the context of the use they want to make of the data.5 Therefore to 
establish trust in the quality, it is essential that information is given about the quality of the 
data. Next, the quality of the data needs to be protected, in that safeguards are built in that 
the data are not tampered with, and that their integrity and authenticity can be guaranteed.  

2.1.1 Metadata 

A first tool to increase trust in the geological data that is included in the EGDI, is the availa-
bility of high-quality metadata for all data sets and services. Metadata is ‘data about data’, 
informing the users about the creator of the data, its purpose, scale, quality, actuality and 
accuracy, etc, or the characteristics of the service. Metadata enables the users to find the 
most appropriate data sets or services to fit their requirements.6 Hence, users will base 
their decisions on the information they get in the metadata.  

                                                   

5
 R. Devillers et al. (2002). “Spatial Data Quality: From Metadata to Quality Indicators and Contextual 

End-User Manual”, OEEPE/ISPRS Joint Workshop on Spatial Data Quality Management, 45-55, 

http://www.researchgate.net/publication/228597904_Spatial_data_quality_From_metadata_to_quality

_indicators_and_contextual_end-user_manual/file/d912f50b7c95e4c6c2.pdf. (hereafter [Devillers et al. 

2002]) 
6
 A. Rajabifard et al. (2009). “SDI and Metadata Entry and Updating Tools” in B. Van Loenen et al. (ed.). 

SDI Convergence. Research, Emerging Trends, and Critical Assessment, Delft: Netherlands Geodetic 

Commission, 121-136.  
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Therefore, these metadata have to contain sufficient and correct information on the data or 
service they refer to. Geological data falling under the field of application of the INSPIRE 
directive have to be accompanied by the following metadata (article 5 INSPIRE directive7):  

• the conformity of spatial data sets with the Commission Regulation implementing 
the INSPIRE directive as regards metadata8;  

• conditions applying to access to, and use of, spatial data sets and services and, 
where applicable, corresponding fees; 

• the quality and validity of spatial data sets; 
• the public authorities responsible for the establishment, management, maintenance 

and distribution of spatial data sets and services; 
• limitations on public access and the reasons for such limitations, in accordance with 

Article 13 of the INSPIRE directive.  

The Commission Regulation on metadata of 3 December 2008 contains the specific 
metadata elements that have to be included and specific instructions on how to describe 
these metadata-elements. While these requirements would not be applicable to geological 
data that does not fall under the field of application of INSPIRE, it deserves recommenda-
tion to streamline the metadata process as much as possible and to include the same 
metadata elements in their description.  

Metadata are an important element to create accountability and to assign liability in case of 
potential damages occurring due to or in the course of the use of the data. With regard to 
liability, an important part of the metadata is the statement of what the data are not.9 It can 
be used to clarify the purpose for which the data was collected, and the purposes for which 
it is suitable to be used, and particularly also not to be used. Moreover, it can contain refer-
ences to statements limiting liability and imposing possible use constraints. Ideally, metada-
ta should contain warnings and cautions with regard to the expected use, inform the user 
on the product risk and dangers and the means to take precautions against these risks.10 
However, this is not always possible. It depends on the national liability regimes in how far 
metadata can provide sufficient information about the data to avoid liability.  

2.1.2 Quality assessment and assurance procedures 

While the availability of metadata may make the user aware of quality issues with a particu-
lar data set, he or she may not have at his disposal any tools to fully assess the quality of 
the dataset, or any means for quality assurance.11 Quality is defined by ISO 8402 as the 

                                                   

7
 European Parliament and Council (2007). Directive 2007/2/EC of of 14 March 2007 establishing an 

Infrastructure for Spatial Information in the European Community (INSPIRE), OJ L 108, 25 April 2007, 1-

14.  
8
 European Commission (2008). Regulation 1205/2008 of 3 December 2008 implementing Directive 

2007/2/EC of the European Parliament and of the Council as regards metadata, OJ L 326, 4 December 

2008, 12.  
9
 L. Wayne (2005). “Metadata in Action. Expanding the Utility of Geospatial Metadata”, GIS Planet June 

2005, 1-6,   
10

 [Devillers et al. 2002] 
11

 D. Li et et al. (2012). “Spatial data quality and beyond”, International Journal of Geographic Infor-

mation Science, 26(12), 2277-2290. (hereafter [Li et al. 2012]) 
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“totality of characteristics of a product that bear on its ability to satisfy stated or implied 
needs”. Hence, to define quality both the information on the data that is being used and on 
the user needs are required.12 Current metadata have strong limitations for communicating 
this quality.13 For instance, they often do not contain warnings or directions with regard to 
the expected use of the data.14 In addition, the information provided by metadata is not 
easily accessible for non-expert users.15 Research has shown that metadata often did not 
play a significant role in data consumers’ perception of the data, but that they used other 
ways to establish an opinion about the data quality.16 

Enabling full quality assessment and assurance entails not only knowing the information in 
the metadata, but also more information about the legacy of the data, the collection and 
validation process, etc. This allows the user to make a risk assessment relating to the fit-
ness for purpose of the data.17 In addition, it may also provide increased protection for the 
data provider against possible liability claims.  

If such information is available about the legacy and collection process of the data, and 
particularly how the quality of the data is checked and valued, making this information pub-
lic could increase the trust in the EGDI and its data. However, incomplete or unclear infor-
mation may actually decrease the trust in the EGDI, so the data providers will have to as-
sess carefully whether it could be useful to make more information available about the data 
beyond what is already part of the metadata. The development of a standard quality de-
scription method could remedy this.18  

2.1.3 Authoritative data or authentic sources 

While the term authoritative data can have a number of meanings and it is sometimes just 
referring to the fact that the data stems from a public body responsible for the collection of 
that data, the term sometimes also refers to authentic sources. For such authentic sources, 
the quality is assumed: they are considered to be accurate and reliable so that they can or 
usually even should be used in official procedures, e.g. for evidentiary purposes. The con-
cept of authentic sources is related to one of the basic principles of INSPIRE: collect the 
data once at the most suitable place, and re-use the data multiple times. Authentic sources 
are generally recognised by law, and have to comply with stringent quality requirements.19 

                                                   
12

 [Devillers et al. 2002]. 
13

 [Devillers et al. 2002]. 
14

 [Devillers et al. 2002]. 
15

 R. Devillers et al. (2007). “Towards Spatial Data Quality Information Analysis Tools for Experts As-

sessing the Fitness for Use of Spatial Data”, International Journal of Geographical Information Science, 

21(3), 261-282. (hereafter [Devillers et al. 2007]) 
16

 A. Boin and G. Hunter (2007). “What Communicates Quality to the Spatial Data Consumer?”, The In-

ternational Archives of the Photogrammetry, Remote Sensing and Spatial Information Sciences 34 (XXX), 

http://itc.nl/external/ISSDQ2007/proceedings/Session%205%20Dissemination%20and%20Fitness%20fo

r%20Use/Boin_paper%5B1%5D.pdf (accessed on 22/05/2013).   
17

 [Li et al. 2012].  
18

 An attempt for such a method has for instance been made by [Devillers et al. 2007]. Inspiration can of 

course also be found in literature relating to data and information quality outside of the spatial sector.  
19

 See e.g. http://www.corve.be/english/authentic-sources/index.php.  
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It may be the case that particular national data sets that will be included in the EGDI have 
already been adopted at the national level as authentic sources through a legally pre-
scribed procedure. In order to increase the trust in the EGDI, it could be considered to set 
up ‘pan-European authentic sources’ next to or on the basis of these national data sets.  

If this would be considered, then as a consequence appropriate procedures need to be set 
up to determine the requirements for such data regarding to quality, accuracy, currency and 
validation of the data; the security requirements relating to the integrity and authenticity of 
the data; and the entity responsible for maintaining the data. The use of such authoritative 
sources would benefit interoperability in the EGDI. However, if the national requirements 
are very different, the development of a ‘pan-European’ authentic source may be very 
complicated.   

2.1.4 Security of the data in the EGDI 

In the development of the EGDI, security will take an important place. Security can be de-
fined as the countermeasures, or controls, employed to protect the availability, access, 
confidentiality, integrity and authenticity of an information system or infrastructure.20 As a 
starting point, it should be kept in mind that there is no such thing as absolute security. As 
Cronin states, “the only way to protect a computer from Internet threats is to unplug it, both 
from a telecommunication connection and from the wall”.21  

While there are few legal provisions relating to security in general, legal obligations exist 
with regard to e.g. the protection of personal data, the protection of financial data, authentic 
sources, etc. However, many of these obligations can easily be transposed as good prac-
tices for ensuring security for all types of data in an infrastructure such as the EGDI. In set-
ting up the infrastructure, the entities involved in the EGDI will have to assess what levels 
of security are needed for the data included in the EGDI, and how to implement these pos-
sible different security levels. For instance, in the case of open data, security requirements 
can be limited in the sense that there is no need to limit access to particular persons. How-
ever, the data providers may still wish to ensure the integrity of the data for liability reasons.  

Three types of security measures can be distinguished: technical measures, physical 
measures and administrative measures.22 The first type of measures involves safeguards 
incorporated into hardware, software and related devices. Physical security measures pro-
tect tangible items such as the actual computers from destruction. Administrative measures 
are procedural management controls and policies. For each of these categories, there are 
measures for prevention, detection and reaction.23 

                                                   

20
 J. Soma et al. (2011). “Chasing the clouds without getting drenched: a call for fair practices in cloud 

computing services”, Journal of Technology Law & Policy 16, 193-227 (hereafter [Soma et al. 2011]); K. 

Cronin (2010). “Best practices and the state of information security”, Chicago-Kent Law Review 84, 811-

819 (hereafter [Cronin 2010]).  
21

 [Cronin 2010].  
22

 [Cronin 2010].  
23

 [Cronin 2010].  
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In its Guidelines for the Security of Information Systems and Networks, the OECD has set 
out nine principles that should underpin any discussion about a security policy in a network, 
system or infrastructure such as the EGDI. These principles include:24 

1. Awareness: Participants should be aware of the need for security of information 
systems and networks and what they can do to enhance security.  

2. Responsibility: All participants are responsible for the security of information sys-
tems and networks. Each participant should understand its own responsibilities.  

3. Response: Participants should act in a timely and co-operative manner to prevent, 
detect and respond to security incidents. 

4. Ethics: Participants should respect the legitimate interests of others. 
5. Democracy: The security of information systems and networks should be compati-

ble with essential values of a democratic society.  
6. Risk Assessment: Participants should conduct risk assessments. 
7. Security design and implementation: Participants should incorporate security as an 

essential element of information systems and networks. Both technical and non-
technical safeguards should be considered, proportionate to the value of the infor-
mation included in the systems and networks. 

8. Security management: Participants should adopt a comprehensive approach to se-
curity management. This approach should include all levels of participants’ activities 
and all aspects of their operations. It should address prevention, detection and re-
sponse to incidents, systems recovery, ongoing maintenance, review and audit.  

9. Reassessment: Participants should review and reassess the security of information 
systems and networks, and make appropriate modifications to security policies, 
practices, measures and procedures.  

Of course, whatever security measures are imposed, they have to be weighed against the 
need for user-friendliness of the applications included in the EGDI. To prevent users from 
refraining from using the data and services offered by the EGDI because of difficult or de-
manding security procedures, the security measures should require minimal user effort and 
ideally run mainly on the background without requiring active user input.25 

2.1.4.1 Protection of data availability 

An important part of security includes the protection of the data against accidental or wilful 
destruction or loss. This is mostly relevant for the availability of data. This availability does 
not only entail that the data has to be on a storage device that is physically intact and un-
damaged, but also that it can be accessed by a computer with software capable of reading 
and interpreting the data in order to display it in a digital form.26 Hence, the information and 

                                                   

24
 OECD (2002). Guidelines for the security of information systems and networks: towards a culture of 

security, 

http://www.oecd.org/internet/ieconomy/oecdguidelinesforthesecurityofinformationsystemsandnetwor

kstowardsacultureofsecurity.htm (accessed on 24/05/2013).  
25

 [Dumortier et al. 2011]. 
26

 T. Smedinghoff (2007). “It’s all about trust: the expanding scope of security obligations in global priva-

cy and e-transactions law”, Michigan State Journal of International Law 16(1), 1-47, 
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the system must be sufficiently robust to withstand external events, such as power failures, 
natural disasters or attacks, but also issues such as media deterioration and obsolete for-
mats have to be taken into account.27 

2.1.4.2 Protection of data integrity and authentici ty 

The authenticity of a document refers to the fact that it can be established that the docu-
ment emanates from the source that it claims. Data integrity deals with the accuracy and 
completeness of information, and with ensuring that no unauthorised alterations are made 
to the data, whether intentionally or not.28 This is particularly important in the case of au-
thoritative data or authentic sources. Documents that are not protected can be altered easi-
ly and in a manner that is not detectable. In addition, as every copy of an electronic record 
is a perfect reproduction, there is no such thing as an original electronic record. So there 
are no assurances about the status of the content of an electronic record.29 Therefore, data 
origin authentication protocols should be set up.30 

However, there are few established means to ensure the authenticity and integrity of elec-
tronic information. One of the methods that can be used, is the use of logs or audit trails. 
Such audit trails can provide a complete log of all transactions relating to specific infor-
mation performed by users or systems. They can be used to trace the origins and wherea-
bouts of information, and any changes that are made to the date, e.g. in the form of up-
dates or corrections. As such this provides proof of the authenticity and integrity of a docu-
ment and increases trust.31 Traceability is also important for determining accountability and 
liability. It is not sufficient to know that changes have been made, but it needs to be 
checked whether these changes were made by authorised persons. This requires authenti-
cation and authorisation mechanisms, which will be discussed later in the section on identi-
ty management.  

Another means to ensure the integrity and authenticity of a document, in this case a data 
set, is the use of electronic signatures. This is supported by a European legal framework in 
the form of the European Directive on a Community framework for electronic signatures (E-
signature Directive).32 This directive and the concept of electronic signatures will be dis-
cussed further on in the report, in the chapter on trust in people. As an electronic signature 
only provides for integrity at the level of the bitstream, not the level of the document itself, 

                                                                                                                                                     

http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1100712 (accessed on 23/05/2013). (hereafter 

[Smedinghoff 2007]) 
27

 [Smedinghoff 2007].  
28

 [Smedinghoff 2007]. 
29

 [Smedinghoff 2007]. 
30

 B. Van Alsenoy et al. (2011). “D3.1. Legal Provisions for Deploying INDI services”, GINI Support Action 

project report, http://www.gini-

sa.eu/images/stories/2011.11.06_GINI_D3.1_Legal%20Provisions%20for%20Deploying%20INDI%20Servi

ces_FINAL.pdf (accessed on 22/05/2013). (hereafter [Van Alsenoy et al. 2011]) 
31

 [Dumortier et al. 2011].  
32

 European Parliament and Council (1999). Directive 1999/93/EC of 13 December 1999 on a Community 

framework for electronic signatures (E-signature Directive), OJ L 13, 12-20.  
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this is not really useful.33 E.g. a single change in a bit of a file could damage the integrity of 
the bitstream, while it may actually not have altered the document contained in the file at 
all.   

2.1.4.3 Protection of confidentiality 

Another objective of security is to ensure the confidentiality of information, i.e. keeping the 
content of the information secret from all entities except those that are authorised to see 
it.34 There are several ways to ensure this confidentiality, including physical security (mak-
ing sure only authorised persons can access a building or a room), access control and 
cryptography. In case the EGDI decides that it needs to organise such measures to ensure 
confidentiality of particular data sets, it should not only clearly delineate who can be grant-
ed access to particular data or services, but also how far these access rights go.35 This 
may result in dividing possible users of the data and services included in the EGDI in differ-
ent groups or categories and assigning particular roles to each of these groups. This topic 
will be addressed further in the chapter on trust in people.  

A particular type of data requiring confidentiality is personal data. As the data sets included 
in the EGDI will almost never be qualified as personal data, this topic is not dealt with in this 
section. The only personal data that will be processed will most likely be the data regarding 
the persons accessing the data and services in case of restricted data. Therefore, the pro-
cessing of personal data is discussed in the chapter on trust in people in the section on 
identity management.  

2.1.5 Impact on the EGDI 

There are a number of questions that need to be considered in the roll-out of the EGDI with 
regard to trust in the data. For a number of these questions, it could be stated that these 
issues form the technical counterpart of the governance structure that needs to be set up, 
which will be discussed in D9.3. Issues that need to be considered include: 

• Metadata: for data sets that fall under the scope of INSPIRE, the metadata re-
quirements are made clear in the INSPIRE implementing rules. It is recommended 
that for the other data sets included in the EGDI, it is examined in how far the 
metadata requirements of INSPIRE can also be applied. Next, it should be exam-
ined in how far the metadata can include information on the fitness for purpose.  

• Quality information: the data providers in the EGDI should consider whether it 
would be useful and feasible to design a standard method for the description of 
quality of the geological data included in the EGDI.  

• Authentic sources: the EGDI data providers should consider how they will deal with 
national authentic sources. If they choose to create pan-European authentic 
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sources, a process should be developed for the creation and recognition of these 
sources.  

• Security: the EGDI data and service providers should set up a security policy that 
provides sufficient security, but also maintains as much user-friendliness as possi-
ble. Such a security policy includes an assignment of responsibilities, including de-
cisions on the entities responsible for developing and updating the security policy, 
maintaining logs for operations, serving as a point of contact for security breaches, 
performing the compliance audits, etc.  

2.2 Trust in the services 

With regard to establishing trust in the services, the EGDI service providers will also have 
to make sure that transparency and security requirements are complied with. An additional 
element to include in the EGDI for services, are service level agreements. Moreover, digital 
rights management technology will be important. Such technology is also very relevant in 
the next section on trust in the people, and shows that data security, DRM, access man-
agement, and identity management are all elements of an encompassing security frame-
work that needs to underpin the EGDI.  

2.2.1 Metadata and quality information 

Services in the EGDI falling under the scope of the INSPIRE directive will also need to be 
described in metadata according to the INSPIRE implementing rules. Here it can also be 
recommended that for other services, it is assessed whether the metadata requirements for 
INSPIRE can also be applied.  

While the fitness for purpose may be easier to discover for the users of the services, it 
should also be examined in how far more information about the quality of the service can 
be provided. This information will in many cases take the form of a commitment of the ser-
vice provider in a service level agreement. 

2.2.2 Service level agreements 

In order for the EGDI-services to be used, their performance will have to be sufficient for 
users to be able to rely on their availability at the moment they need them. Therefore, the 
users have an interest in the service level agreements or service level guarantees that are 
offered by the EGDI service providers. 

In the case of INSPIRE network services, a minimum level of service is imposed by the 
INSPIRE implementing rules. However, for any other service the EGDI intends to offer, the 
entity responsible will have to consider which level of service it can/is willing to give, and lay 
this down in its service level agreements or terms of service, in order to inform the users 
and to determine its level of commitments and, consequently, its level of liability in case of 
non-performance. 

Effective SLAs that are useful for both parties often consist of at least the following five 
elements: 1) metrics focused on key performance indicators; 2) reasonable remedies for 
failure to achieve targeted performance levels; 3) the ability of the service provider to gain 
back any monetary remedies through enhanced performance; 4) a method to determine 
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and remedy the cause of the failure; and 5) a process for periodic review and adjustment of 
the SLAs.36 In designing the performance metrics, the focus has to be on what is useful, at 
the same time taking into account what can reasonably be measured. 

Monitoring of the use of the services will be important for maintaining the service level 
agreement, or to allow for an increase in capacity in case there is a need, for example in 
the case of an emergency requiring immediate access to very large amounts of data, or in 
case of the launch of a new service attracting attention from a very large audience. Such 
monitoring is generally considered part of so-called digital rights management.37  

As the EGDI wants to offer pan-European services, it will have to be examined which ser-
vice level can be offered or such services, and in how far the minimum service level can be 
harmonised between the different service providers involved in the EGDI.  

2.2.3 Security 

The security policy that is developed for the data included in the EGDI should be extended 
to the services. With regard to the services, it is important that the continuity can be guar-
anteed, in the sense that the services are protected against attacks (e.g. denial of service 
attacks), network outages and other external events. Access management will also be es-
sential in this perspective: ensuring that only authorised persons have access to the ser-
vice, and only use the data for the purpose for which they have an authorisation. This will 
be discussed in the chapter on trust in people. This access management is also closely 
related to digital rights management.  

2.2.4 Digital rights management 

In the EGDI, the data providers will be confronted with the challenge of controlling the dis-
semination of their data and services downstream in the geospatial value chain38 (assum-
ing that they want to track the use of their data, which will be the case for restricted data, 
but actually also may be the case for ‘open’ data).  

Bishr et al. state that two definitions of DRM exist: a narrow one and a broad one. The nar-
row definition focuses on protection of digital content, in that it allows the distributor of the 
content to control how the data is used, and by whom. The broad definition of DRM in-
cludes everything that is required to define, manage, and track rights on digital content. In 
addition to protection, this also includes business rights or content rights and access track-
ing.39 The EGDI will have to consider how to implement DRM in this broad definition. The 
main focus of such implementation should be on the management of rights, rather than the 
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protection. The EGDI can make use of the GeoRM framework, developed by the Open 
Geospatial Consortium (OGC).40 

GeoRM was specifically developed for geospatial data by the OGC. It can be described as 
“a set of technologies and legal frameworks that are fit for a certain organisational need, 
enabling rights-managed geospatial networks, such as SDIs, where all rights over geospa-
tial assets are specified by licensors and any licence would be trusted to honour the licen-
sor’s conditions within and beyond the network’s trusted environment”.41 Hence, GeoRM is 
not just about technology, or just about licensing: the combination of both should enable the 
mapping of licensing policies to digital assets and the management and tracking of the use 
of these digital assets.42 

The GeoRM Reference Model’s purpose is to create a simplified model of intellectual prop-
erty rights for geospatial data so that it can be practically licensed, managed and protect-
ed.43 The model accommodates licensing for different types of business relationships and 
participants with different roles, including direct licensing, indirect licensing, B2B, and B2C. 
It also enables licensing for dynamically created geographic information by using Web 
Mapping Services (WMS) and Web Feature Services (WFS).44 In order for this to work, 
there may be a number of necessary modules: of course the rights model and the rights 
expression language45, but also encryption, licence verification, authentication, authorisa-
tion, and enforcement.46 

2.2.5 Impact on the EGDI 

Also with regard to the services included in the EGDI, a number of decisions will have to be 
made, and policies developed. Points of attention for the EGDI governance structure in-
clude the following. 

• Metadata and quality information: for the EGDI services that fall under the field of 
application of INSPIRE, the metadata requirements are made clear in the INSPIRE 
implementing rules. It is recommended that for the other services included in the 
EGDI, it is examined in how far the metadata requirements of INSPIRE can also be 
applied. Next, it should be examined in how far the metadata can include infor-
mation on the fitness for purpose, and which other channels can be used for provid-
ing information on the characteristics of the services.  

• Security: the security policy that needs to be developed by the data and service 
providers in the EGDI needs to pay sufficient attention to services, particularly with 
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regard to access management and guarantees for continuity. In developing this se-
curity policy, the role of each party in the EGDI governance structure needs to be 
clarified. Will the security policy be centrally organised? Will there be coordination 
between the data and service providers? Who will be responsible for maintenance, 
etc? 

• Service level agreements: the INSPIRE implementing rules already contain particu-
lar service level requirements for the services that fall under the INSPIRE directive. 
For the other services, service level agreements or terms of service will have to be 
developed that are feasible for the service providers and that at the same time are 
sufficient for the users of the EGDI. The EGDI governance structure should consid-
er whether it wants to propose common service levels for all or particular categories 
of services in the infrastructure.  

• Digital rights management: it should be considered to what extent rights manage-
ment technology is required and what its exact function should be. Any such tech-
nology should be implemented in coordination with the licensing policy that is set up 
in the EGDI. The GeoRM and GeoREL standards should be used. Some data and 
service providers in the EGDI may not be ready to implement rights management 
technology. The readiness of these organisations should be measured and a sup-
port and implementation strategy should be rolled out. 

2.3 Trust in the people 

While many data in the EGDI may be open, this will most likely not be the case for all data 
or services included in the infrastructure. Therefore, the EGDI will have to include process-
es for assessing which data and services should possibly not be open, but to which access 
should be restricted. After these data and services have been selected, a second process 
should be set up to determine which people should get access to these data and services, 
i.e. which levels of restrictions need to be built in, which roles and profiles should be set up 
for access, and which procedures should be created for making sure that only authorised 
people access the data or services. Generally, the latter types of procedures are referred to 
as identity and/or access management. As mentioned before, such management is also 
important for the trust in the other elements of the infrastructure, i.e. the data and services.  

The main challenge for the EGDI will be implementing identity and access management for 
cross-border services and applications. Federated identity management will probably be 
the most suitable solution for arranging this. The new initiative of the European Commis-
sion with regard to the mutual recognition of national credentials should also be followed 
up.47  

Incorporating identity management in the EGDI will entail the processing of personal data 
of the people accessing the data and services. In order to ensure the trust of the users in 
the infrastructure, it is essential that these personal data are treated in full compliance with 
the rules and principles of the European legislation on personal data protection. In this sec-
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tion, we will give an overview of the main obligations of the controller of the persona data 
processing operations. But first, we highlight some of the main aspects of identity man-
agement.   

2.3.1 Identity management 

The process of identity management involves a number of different steps that need to be 
taken for the provision of data and services in the EGDI. However, before this process is 
started, it needs to be determined for each dataset and service, whether and in how far 
such identity management is necessary. For instance, if a data set is available as open 
data, there will be no need to set up authentication and authorisation procedures, because 
anyone can use the data freely for any purpose he chooses. For service management rea-
sons, the provider may choose to offer ‘almost open data’ and implement a minimal level of 
access management. For data or services that need to be strictly restricted to authorised 
persons, a stronger identity management process will need to be implemented.  

The following steps make up the identity management process. First, users need to be reg-
istered in order to assign them their specific roles and credentials for giving them access to 
certain (categories of) data or services. Second, the users need to identify themselves, for 
instance by providing their real name, user name, or an identification number. Third, the 
user is authenticated, verifying whether he or she is who he claims to be and belongs to the 
organisation he or she claims. The authentication of a person entails “the presentation of 
authentication information that confirms the association between a person and an identifi-
er”. In short, authentication provides a level of assurance as to whether someone is who he 
or she claims to be.48 This information can be something the person knows (a password, 
PIN code), possesses (a token, smartcard, passport) or is (biometric data).49 Once a per-
son’s identity is authenticated, the business relying on that authentication will determine 
what rights and privileges are accorded to that person, i.e. authorize his or her access.50 In 
computer systems and networks, this final process is often referred to as access control.51 

After identification and authentication, such access control mechanisms are needed to en-
force the rules, for instance based on Role Based Access Control technology. This tech-
nology allows access to functions or data based on the role that is defined for an individual 
in a given context, and not just by his identity.52 Hence, this can control the attributes as-
signed to the person, e.g. staff member of a particular department in an organisation, al-
lowed to use a dataset or service. 
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2.3.2 Identity management in cross-border transacti ons 

One of the main problems that the EGDI will face in relation to the organisation of authenti-
cation and authorisation processes is the cross-border use of electronic identities and iden-
tifiers. There is currently no encompassing framework for the mutual recognition of elec-
tronic credentials for accessing government or private services. The only legal framework 
that exists is the 1999 European Directive on electronic signatures (E-signature Di-
rective).53 

The E-signature Directive puts in place a system for the mutual recognition of qualified digi-
tal signatures.54 However, beyond this system of qualified certificates, there is no general 
assurance mechanism for recognition (and the liability linked to this recognition) between 
countries.55 In the absence of such a generally recognised mechanism, the EGDI will have 
to consider how to organise the cross-border access to data and services in such a way 
that the user can obtain seamless and direct access to all data and services. It will have to 
assess what type of authentication mechanisms are appropriate for each application,56 and 
determine how such a mechanism will be rolled out across the entire EGDI. 

In determining this, the EGDI may have to take into account the existence of various na-
tional systems, with different methods and security levels for authentication. For instance, 
some organisations may assure someone’s identity by asking them to reply to an e-mail, 
while others will ask them to come to the entity’s offices personally. Next, some may deliver 
their own set of identity credentials, such as passwords, while others may rely on creden-
tials provided by third parties, such as a national token.57 

This also implies the allocation of liability in case of breach, i.e. in case data or services are 
accessed by unauthorised persons or used by authorised persons for purposes beyond 
their authorisation level. This is linked to the level of enforcement that is envisaged: will 
each data or service provider in the EGDI take care of the validation, will this be assigned 
to one entity within the EGDI, or will an external certification authority be involved58? 
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2.3.3 The E-signatures directive 

The E-signature Directive establishes a legal framework for electronic signatures and cer-
tain certification services.59 Its objective is to facilitate the use of electronic signatures and 
to contribute to their legal recognition in the internal market. Under the directive, there are 
three types of electronic signatures60:  

• Ordinary electronic signatures: any data in electronic form which are attached to or 
logically associated with other electronic data and which serve as a method of au-
thentication61; 

• Advanced electronic signatures: electronic signatures that meet the following re-
quirements: 

o They are uniquely linked to the signatory;  
o They are capable of identifying the signatory; 
o They are created using means that the signatory can maintain under their 

sole control; and  
o They are linked to the data to which they relate in such a manner that any 

subsequent change in the data is detectable. 
• Qualified electronic signatures: advanced electronic signature that are 

o Based on a qualified certificate provided by a certification service provider 
who fulfils the requirements laid down in the annexes of the E-signatures 
Directive; 

o Creating using a secure signature-creation device (meeting the require-
ments in the annexes of the E-signatures directive).  

The difference between the types of signature lies in the legal recognition of the signature 
as equivalent to a handwritten signature on a paper document.62 Under article 5.1 of the E-
signature Directive, a qualified electronic signature must be given the same legal effect as 
a handwritten signature. If the requirements for the qualified character of the digital signa-
ture are not fulfilled, this does not mean that the signature should not be given legal effect, 
but that such legal effect can be denied if the technology behind the signature is not con-
sidered adequately reliable. Denial of legal effect of the signature cannot be merely be-
cause it is in electronic form, not based upon a qualified certificate, not based upon a quali-
fied certificate from an accredited certification-service provider or not created by a secure 
signature-creation device63 Hence, the validity of the signature cannot be denied merely 
because it is electronic, but there need to be additional technical reasons.  If the signature 
is a qualified one, the validity cannot be denied at all.  

In practice, the system of qualified electronic signatures is hardly used. The reason for this 
is twofold. First, people do not use the solution because it is not readily available when they 
need it, because it has not been widely adopted by market players. Second, in many situa-
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tions, people do not need a qualified electronic signature, and other trust mechanisms are 
preferred.64  

2.3.4 Revision of the E-signatures directive 

Under the Digital Agenda for Europe, the European Commission proposed a revision of the 
E-signature Directive.65 The objective of the draft Regulation “on electronic identification 
and trust services for electronic transactions in the internal market” is to provide a legal 
framework for cross-border recognition and interoperability of secure e-authentication sys-
tems.66 The regulation will cover two topics: electronic identification and trust services. The 
cross-border authentication in the context of online public services will be addressed by a 
specific Council and Parliament Decision to ensure mutual recognition of e-identification 
and e-authentication across the EU based on online authentication mechanisms offered in 
all Member States.67 

The proposed Regulation determines in its Article 5 that wherever authentication is required 
– either by legislation or by administrative practice – to access an online service, this ser-
vice should also be accessible for people using electronic identification means (such as e-
ID cards or tokens) issued in other Member States, provided that these identification means 
are included in a list published by the European Commission.68  

This mutual recognition scheme is based on the work done in the STORK project, which 
aimed at making the cross-border operation of online public services easier for citizens.69 
Particularly the pilot on the use of government portals from different EU Member States, 
which can be accessed with credentials from any of the other participating Member States, 
is interesting for the deployment of the EGDI.  

Under the draft Regulation, it is not exactly clear how this mutual recognition scheme 
should work. For instance, Article 5 does not take into account the possible differences in 
security levels. The list of identification means provided by the Commission will contain all 
kinds of security levels: from simple passwords to highly secured e-ID cards.70 At the mo-
ment, the regulation does not seem to require matching or equivalent security levels for the 
cross-border authentication. However, it seems logical that online public services requiring 
strong authentication in one Member State will not be accessible by using a simple pass-
word scheme from another Member State. It will be important to follow up how this issue is 
dealt with in the final version of the Regulation. In addition, also important for the EGDI, the 
Regulation only addresses the authentication of the identity of the person, and not the pos-
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sible attributes, such as whether this person is qualified to represent his organisation (e.g. 
is he or she actually a civil servant working for the public authority that has access to par-
ticular restricted data?).  

Another criticism of the cross-border recognition introduced by the draft Regulation is that it 
would include all online public services, including services that are inherently local or have 
a limited geographic reach, e.g. local libraries. As the EGDI is specifically targeting cross-
border use of geological data and services, the recognition scheme will be relevant. How-
ever, when more local data and services are added, the impact of the regulation may be 
higher than desired. Of course, the final text of the Regulation will have to be awaited to 
determine this.  

The second part of the proposed Regulation deals with trust services, which are defined as 
“any electronic service consisting in the creation, verification, validation, handling and 
preservation of electronic signatures, electronic seals, electronic time stamps, electronic 
documents, electronic delivery services, website authentication, and electronic certificates, 
including certificates for electronic signatures and for electronic seals”.71 The use of elec-
tronic seals may be important for the EGDI in case the data provider needs to prove the 
origin and integrity of a document that does not require a signature; and electronic time 
stamping may be important in cases where it is essential that the date a particular data set 
was created, updated and/or validated can be proven beyond any doubt. It needs be exam-
ined whether the use of electronic seals and/or time stamps may become necessary in the 
EGDI.  

The further development of the draft Regulation and the specific Decision on identification 
and authentication will have to be followed up in the course of EGDI-scope and the further 
development of the EGDI.  

2.3.5 Federated identity management 

In order to enable chained services and to facilitate the use of cross-border data and ser-
vices, the EGDI should consider how to implement federated identity management, and 
work with a so-called ‘single sign-on’ for the services in the infrastructure. Federated identi-
ty management allows businesses or governments to outsource the identification and au-
thentication processes to a third party, and eases the burden on users and consumers by 
allowing them to use a single sign-on for multiple services, rather than having to track nu-
merous user-IDs and passwords.72 

For the businesses or government agencies involved, this means that they don’t have to 
handle the difficult and expensive task of identity management and that they can leverage 
the identification and authentication done by others.73 Federated identity technology allows 
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organisations using disparate authentication and authorisation methods to interoperate, 
rather than having to replace these systems with a common system.74 

Three types of challenges can be distinguished with federated identity management. First, 
there are technological and procedural challenges, such as implementing the needed tech-
nology, establishing the appropriate processes and procedures; ensuring the interoperabil-
ity of identity assertion communications between identity providers and relying parties, and 
ensuring security of subject identity information. The second challenge is economic and 
involves the costs of deployment, coordination and use of identity management systems. 
Third, there are legal challenges, relating to privacy authentication, liability, performance.75  

In order to meet these challenges, each of the parties has to be able to rely on the other 
roles to perform their obligations. If they fail to do so, there may be harm to the other par-
ties. Smedinghoff gives an overview of the responsibilities of each of the roles in the feder-
ated identity management system.76 Each of these should be taken into account in the use 
of a federated identity management system in the EGDI. The subject (i.e. the person that is 
signing on) should provide accurate identity information, and prevent any unauthorised use 
of any token.77 The identity provider (i.e. the entity providing the credentials and doing the 
identification) should properly and accurately identify the subjects, and ensure that all iden-
tity assertions are accurately based on current valid information that is properly authenti-
cated. It should develop policies, practices and procedures for the identification processes 
and comply with them, so that the users can rely on them.78 Next, it should protect the pri-
vacy and security of the subjects’ personal data in accordance with its policies, practices 
and procedures and in accordance with applicable law. Finally, the relying party (the pro-
vider of the service for which authentication is required to obtain access) should properly 
authenticate credentials and any identity assertions before relying on them, and limit its 
reliance on an identity assertion to what is appropriate for the circumstances (e.g., creden-
tials issued with a low assurance level, such as a library card, should not be relied upon in 
situations requiring a very high assurance level, such as access to a sensitive military facili-
ty).79 

These obligations could be laid down in a contractual arrangement defining the roles, rights 
and responsibilities. The Liberty Alliance refers to this as a legally binding Circle of Trust. 
Such a contractual arrangement would determine the relationship between the participants 
and with the users and provide the participants with a legally enforceable agreement in 
case problems may arise.80 The contract should include provisions on, among others, the 
roles, rights and obligations of the parties, privacy and security standards, the minimum 
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service levels, risk allocation, responsibilities and liabilities.81 Such a contractual arrange-
ment would guarantee that the governance structure of the EGDI is aware of the technical, 
legal and organisational issues involved in setting up and maintaining federated identity 
management in the EGDI. An important issue is who will be responsible and bear the con-
sequences of e.g. acting in reliance on a false identity, or to the contrary, mistakenly failing 
to accept valid credentials.82 What is the liability of the identity provider for failing to correct-
ly detect misuse? What is the liability of a relying party for relying on a fraudulent assertion? 

Several systems are available on the market for federated identity management. One of the 
systems that can be used, particularly in the context of an infrastructure that will be used for 
research, is the open-source Shibboleth system. The main benefit of such a system as 
Shibboleth is that it combines authentication with the protection of personal data, in that it 
allows the authentication to be done at the home institution and the authorization to be 
based on attributes.83 

2.3.6 Personal data protection 

As mentioned earlier, the use of an identity management system implies the processing of 
personal data. When the choice is made to restrict access to particular data sets or ser-
vices that are part of the EGDI, this entails that information will be collected and processed 
on the people that are allowed to access these data or services, when they access it, how 
many times they access it, etc. A second situation where such information will be collected, 
is when access to data sets or services is made subject to specific licensing conditions or 
charges, requiring the provider to know who has accessed and used the data or service, 
which organisation they belong to, and other metrics that may be relevant for the calcula-
tion of the charges, such as e.g. how many bytes of data have been downloaded, how 
many times the data or service has been accessed, etc. In both situations, personal data is 
collected. An important part of building trust in the EGDI will be the correct processing of 
these data, in compliance with the rules and principles of personal data protection.  

As there is already an extensive body of literature, reports and guidelines dealing with per-
sonal data protection, in this report we will only briefly address the main points of attention 
for the EGDI. This includes the field of application of the data protection rules, the respon-
sibilities of the controller and processor and the security requirements.  

2.3.6.1 Legal framework for the protection of perso nal data 

The EGDI governance structure and/or the data and service providers, depending on how 
the access management and identity management is organised, will have to comply with 
the legal framework on privacy and data protection. 

This legal framework consists of a number of different regulations: 
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• Article 8 of the European Convention for the Protection of Human Rights and Fun-
damental Freedoms84, which acknowledges the right to respect for private and 
family life; 

• Article 7 of the Charter of Fundamental Rights of the European Union85, which also 
recognises the right to respect for everyone’s private and family life, home and 
communications; 

• Article 8 of the Charter of Fundamental Rights of the European Union86, which 
guarantees the right to protection of personal data; 

• Directive 95/46/EC of 24 October 1995 on the protection of individuals with regard 
to the processing of personal data and on the free movement of such data (Data 
Protection Directive)87. This directive is currently in revision and will be replaced by 
a Regulation.88 

• Directive 2002/58/EC of 12 July 2002 concerning the processing of personal data 
and the protection of privacy in the electronic communications sector (Directive on 
privacy and electronic communications)89 and its amending acts; 

• Directive 2006/24/EC of 15 March 2006 on the retention of data generated or pro-
cessed in connection with the provision of publicly available electronic communica-
tions services or of public communications networks and amending Directive 
2002/58/EC90 

• National legislation transposing the directives listed above. 

The most important set of rules that need to be taken into account are the provisions from 
the Data Protection Directive and its national transposition laws. While the main principles 
that need to be complied with are provided in the directive, the national transposing legisla-
tions may have their own definitions and specific rules that need to be taken into account. 
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Therefore, it is important that the organisations within the EGDI that are responsible for the 
processing of personal data first examine which national legislation is applicable. In what 
follows, we will only discuss the European-wide rules as they are set out in the directive, 
because it is not possible to examine all national legislations that may be applicable for all 
the data controllers in the EGDI.  

The Data Protection Directive is currently under revision and will be replaced by a Regula-
tion, which will be directly applicable and will not have to be transposed into national legis-
lation, in this way avoiding differences among the national texts. The Regulation is still un-
der discussion, so in the future roll-out of the EGDI, its development will have to be fol-
lowed up.  

2.3.6.2 Definitions: the ‘processing’ of ‘personal data’ 

The Data Protection Directive is applicable to the “processing of personal data wholly or 
partly by automatic means, and to the processing otherwise than by automatic means of 
personal data which form part of a filing system or are intended to form part of a filing sys-
tem”.91 Two terms that are important in this field of application are ‘processing’ and ‘per-
sonal data’.  

Personal data is defined as “any information relating to an identified or identifiable natural 
person (‘data subject’); an identifiable person is one who can be identified, directly or indi-
rectly, in particular by reference to an identification number or to one or more factors specif-
ic to his physical, physiological, mental, economic, cultural or social identity”.92 A person is 
directly identifiable e.g. by his national identification number or social security number, as 
such a number is uniquely assigned to one person. Other examples include name, date of 
birth, address. While the latter are not necessarily unique, they carry a high probability of 
direct identification.93 If direct identification is not possible, indirect identification may still 
take place by combining different elements or deducing different identifiers from other 
available information. In the EGDI, there may a small opportunity that some large scale 
geological data may lead to the indirect identification of a data subject. In such cases, these 
data would have to be treated as personal data. However, while this chance is very slim, 
the implementation of access control or an identity management system will in most cases 
involve the processing of personal data, leading to the applicability of data protection prin-
ciples. 

A ‘processing’ of personal data has to take place. This involves “any operation or set of 
operations which is performed upon personal data, whether or not by automatic means, 
such as collection, recording, organization, storage, adaptation or alteration, retrieval, con-
sultation, use, disclosure by transmission, dissemination, or otherwise making available, 
alignment or combination, blocking, erasure or destruction”.94 Hence, virtually every act 
involving personal data is an act of processing.  The collection, verification, and authentica-
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tion of identities, user IDs, passwords and attributes by the EGDI will therefore involve the 
processing of personal data.  

2.3.6.3 Responsible party: the ‘controller’ 

The entity responsible for complying with the rules on data protection is the data controller. 
It is also the data controller who faces primary liability for any data protection law breach-
es.95 A controller is “the natural or legal person, public authority, agency or any other body 
which alone or jointly with others determines the purposes and means of the processing of 
personal data”.96 Hence, it is possible that there is more than one controller for the same 
personal data.  

If a controller charges another entity with processing the personal data on its behalf, for 
example a subcontractor, this entity is known as the data processor. A processor is defined 
as “a natural or legal person, public authority, agency or any other body which processes 
personal data on behalf of the controller”.97 

In such cases, the controller has to choose a processor providing sufficient guarantees in 
respect of the technical security measures and organizational measures governing the pro-
cessing to be carried out, and ensure compliance with those measures.98 The contract be-
tween the controller and the processor has to be in writing for evidence purposes, and it 
has to include the obligation for the processor to act only on the controller’s instructions and 
to comply with equivalent safety obligations as those imposed on the controller.99 

In the EGDI, it will be important to determine which of the actors will act as controller(s) or 
processor(s). The controller determines the means and purposes of the processing, while 
the processor executes on behalf of the controller. In principle, the controller is the entity 
that is responsible for complying with the rules of the Data Protection Directive. However, 
the contract with the processor may also contain legally binding obligations for the latter. In 
addition, in some Member States there may be additional liabilities imposed on the proces-
sors.100 It is not always easy to determine which party is the controller and which party is a 
processor. Therefore, it is important that the specific tasks and responsibilities of each 
partner are laid down in detail.  

2.3.6.4 Applicable national provisions 

As the Data Protection Directive does not apply directly, but had to be transposed into na-
tional legislation, it has to be checked which national data protection provisions will apply to 
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the processing of the personal data in the EGDI. According to Article 4 of the Data Protec-
tion Directive, the provisions of a Member State apply when:  

a) the processing is carried out in the context of the activities of an establishment of the 
controller on the territory of the Member State. When the same controller is established 
on the territory of several Member States, he must take the necessary measures to en-
sure that each of these establishments complies with the obligations laid down by the 
national law applicable); 

b) the controller is not established on the Member State's territory, but in a place where its 
national law applies by virtue of international public law; 

c) the controller is not established on Community territory and, for purposes of processing 
personal data makes use of equipment, automated or otherwise, situated on the territo-
ry of the said Member State, unless such equipment is used only for purposes of transit 
through the territory of the Community. 

Hence, what is relevant is the place of establishment of the controller. The Data Protection 
Directive and its national provisions will then apply if the controller is established in the EU 
and if the controller is not established in the EU but uses equipment located in the EU for 
processing of personal data (e.g., data centres for storage and remote processing of per-
sonal data situated on the territory of a Member State, computers, terminals, servers), un-
less such equipment is used only for purposes of transit through the territory of the EU.101  

In the EGDI, the controller will most likely be established in one of the countries of the EU. 
Then, the national law of this country will apply. If the governance structure of the EGDI 
would involve entities outside of the EU, it is advisable that the controller always remains 
an entity established in the EU, and that the personal data are not transferred outside the 
EU, in order to ensure the compliance with the data protection principles.  

2.3.6.5 Principles of data processing 

The controller has to comply with a number of main principles for data processing. First, the 
processing of personal data has to be performed on the basis of a ‘legitimate’ ground. A 
closed list of such limited grounds is provided in the Data Protection Directive.102 Data can 
only be processed if: 

(a) the data subject has unambiguously given his consent; or 
(b) processing is necessary for the performance of a contract to which the data subject 

is party or in order to take steps at the request of the data subject prior to entering 
into a contract; or 

(c) processing is necessary for compliance with a legal obligation to which the control-
ler is subject; or 

(d) processing is necessary in order to protect the vital interests of the data subject; or 
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(e) processing is necessary for the performance of a task carried out in the public in-
terest or in the exercise of official authority vested in the controller or in a third party 
to whom the data are disclosed; or 

(f) processing is necessary for the purposes of the legitimate interests pursued by the 
controller or by the third party or parties to whom the data are disclosed, except 
where such interests are overridden by the interests for fundamental rights and 
freedoms of the data subject which require protection under Article 1(1) of the Di-
rective.  

In the EGDI, there may be a number of grounds applicable, depending on the type of ser-
vice for which personal data is collected, including consent, the performance of a contract, 
or compliance with a legal obligation. However, it is recommended that the controller al-
ways obtains the consent of the data subjects on which data is collected in the identity 
management system. The controller has to make sure that the data subject is sufficiently 
informed about the purpose of the processing for which he or she is giving consent. This 
consent does not need to be in writing, but for evidence purposes it is to be recommended. 
The controller in the EGDI should develop a clear consent form and make sure that the 
data subject has the opportunity to read the information that is given. In an online environ-
ment, ideally the data subject can only click an accept or ‘consent’ button after going 
through the information.  

Any collection of personal data has to be performed for clearly specified, explicit and legiti-
mate purposes, and any further processing has to be compatible with these purposes. 
These purposes and the means of processing have to be determined before the processing 
starts.  

The data need to be adequate, relevant and not excessive in relation to the purposes for 
which they are collected and/or further processed. For example, if in a federated identity 
management system, if it is sufficient for the service provider to know to which organisation 
a particular person belongs (e.g. because any employee of that organisation can access 
them), it does not need to know or collect that person’s name. This principle is often re-
ferred to as data minimisation. This also includes that data should be kept in a form which 
allows identification for no longer than is necessary for the purpose for which they are col-
lected or processed.  

The personal data also need to be accurate and, where necessary, kept up to date, and 
every reasonable step must be taken to ensure that data which are inaccurate or incom-
plete, having regard to the purposes for which they were collected or for which they are 
further processed, are erased or rectified.  

2.3.6.6 Information to the data subject  

The controller needs to provide information to the data subject on the processing of his or 
her personal data. This information includes: 

a) the identity of the controller and of his representative, if any; 
b) the purposes of the processing for which the data are intended; 
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c) any further information such as the recipients or categories of recipients of the data; 
and the existence of the right of access to and the right to rectify the data concern-
ing him or her.103  

If the information has not been obtained from the data subject itself, but from another entity, 
the controller still needs to contact the data subject. In such cases the controller has to pro-
vide information on   

a) the identity of the controller and of his representative, if any; 
b) the purposes of the processing 
c) any further information such as the categories of data concerned; the recipients or 

categories of recipients; the existence of the right of access to and the right to recti-
fy the data concerning him or her.104 

The data subject has a right of access to the data that have been collected about him or 
her. He or she can ask information about which data have been collected, for what purpos-
es they are processed, and to which recipients they have been transferred. He or she can 
also ask the communication to him in an intelligible form of the actual data undergoing pro-
cessing and of any available information as to their source.105 He or she also has a right to 
correction and a right to object on compelling legal grounds.106 

2.3.6.7 Security obligations 

Article 17 of the Data Protection Directive requires the data controller to  

“implement appropriate technical and organizational measures to protect personal data 
against accidental or unlawful destruction or accidental loss, alteration, unauthorized 
disclosure or access, in particular where the processing involves the transmission of 
data over a network, and against all other unlawful forms of processing.” 

For the implementation of measures to ensure an appropriate level of security in relation to 
the risks to the personal data, the state of the art and the cost of the implementation of the 
measures are taken into account.  

In addition, under Article 16, the Data Protection Directive makes clear that only authorised 
persons should be granted access to personal data stored for processing. In addition, for 
these persons it should be decided what level of processing they are allowed to do with the 
data they have access to. This is based on the general proportionality principle of data pro-
tection.107 

2.3.6.8 Notification to the Data Protection Authori ty 

Before carrying out a personal data processing operation, the controller has to notify the 
Data Protection Authority of his Member State that this processing is taking place and he 
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has to provide information to the Data Protection Authority on the identity of the controller, 
the purpose of the processing, which data subjects and which personal data will be in-
volved, the recipients of the data, the proposed transfers to third countries, and a general 
description of the technical and organisational measures that will be taken to protect the 
security and confidentiality of the personal data.  

2.3.7 Impact on the EGDI 

In setting up the EGDI, the data and service providers and/or the EGDI governance struc-
ture that will be developed, have to assess for which data and services they want to intro-
duce an identity and access management system, and which level of assurance this identi-
ty management system must give. On the basis of this assessment, there will be a number 
of points of attention: 

• Identity management system: an appropriate identity management system needs to 
be set up, that allows for cross-border transactions, and that does not impose too 
heavy a burden on the users of the system (e.g. often qualified electronic signa-
tures are too ‘heavy’). A federated identity management should be considered, and 
the appropriate software, policies and security for this should be agreed upon. It 
should be considered whether a third party will be the identity provider, or whether 
one of the entities in the EGDI will function as the identity provider. Tasks and re-
sponsibilities for managing this federated identity management should be allocated 
in an agreement between all parties in the EGDI that will use the system.  

• Personal data protection: for the processing of personal data from the identity man-
agement system, the tasks and responsibilities should be clearly set out and a con-
troller should be assigned. This controller should make sure that 

o It is clearly established which national data protection legislation is applica-
ble; 

o A privacy policy is drafted for the EGDI that includes a division of tasks and 
responsibilities, and organizational and technical measures for the treat-
ment, confidentiality, and security of the personal data. This privacy policy 
should be disseminated to all partners in the EGDI; 

o Consent is obtained in writing from the data subject by using an appropriate 
standard form for consent; 

o The purpose of the processing is legitimate and clearly delineated before 
the collection of the personal data starts, and the data are not used for any 
other purpose than the purpose that is communicated to the data subjects. 
This purpose will be the provision of the data and services, and making sure 
that only authorised persons get access to these data and services.  

o Only the data that are strictly necessary for the purpose can be collected 
and processed. They have to be destroyed as soon as they are no longer 
necessary for the purpose.  

o The data subjects are appropriately informed about the data processing and 
about their rights to access, correction and objection. 

o The personal data are processed on the territory of a European Member 
State and not transferred to a country that does not have an adequate level 
of data protection; 
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o The competent national Data Protection Authority is notified about the data 
processing operations.  
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3 Moving the EGDI to the cloud 

Many public sector organisations have decide to use cloud services for their activities or 
are contemplating this move. This could also be a possibility for the EGDI. To a certain 
extent, the EGDI can already be considered a form of cloud in itself, but it can also consider 
involving cloud services from private sector vendors. This may have considerable benefits 
relating to scalability and efficiency. However, there are a number of risks and possible 
disadvantages that need to be taken into account. This section will address some of the 
potential risks of moving the EGDI to the cloud, and examine a concrete example, i.e. mov-
ing the data held in the EGDI to Google. First, we will give a short overview of the main 
characteristics of the cloud.  

3.1 The cloud 

There are many definitions of the cloud, but one that is generally adopted is the definition 
from the United States National Institute of Standards and Technology: “a model for ena-
bling ubiquitous, convenient, on-demand network access to a shared pool of configurable 
computing resources (e.g. networks, servers, storage, applications, and services) that can 
be rapidly provisioned and released with minimal management effort or service provider 
interaction”.108  

Generally, a distinction is made between three service models. 

• Software as a service (SaaS): software or applications offered by a third party pro-
vider, available on demand.109 This is the most commonly known form of cloud ser-
vices, including examples such as Google Docs, Salesforce, Hotmail, or Facebook. 
The consumer does not have any control over the underlying cloud infrastructure 
including network servers, operating systems, storage or application capabilities.110 

• Platform as a service (PaaS): the cloud user can deploy onto the cloud infrastruc-
ture its own created or acquired applications, using programming tools supported 
by the provider. An example is Google Apps. Again, the consumer does not have 
any control over the underlying infrastructure including the network, the servers, 
operating systems or storage, but it does have control over the applications.111 

• Infrastructure as a service (IaaS): the cloud user is provided with processing, stor-
age, network and other fundamental computing resources on which it can deploy 
and run software, including operating systems and applications. Hence, the user 
has more control over operating systems, applications and storage, but does not 
control the underlying infrastructure.112  

A second distinction is made between three types of clouds: 
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• Private cloud: the cloud infrastructure is set up for and used by one single organisa-
tion.113 It can be managed by the organisation itself or by a third party, and it can be 
set up either at the premises of the organisation or remotely.  

• Community cloud: the infrastructure is shared by a number of organisations that 
share particular concerns e.g. relating to security requirements,114 or compliance 
with specific legislation, e.g. in the health-care sector or financial sector.  

• Public cloud: the infrastructure is available to anyone wishing to enter into a con-
tract with the cloud provider.  

In some cases, two or more of these models may be combined into a hybrid cloud, in which 
the models are bound together by standardized or proprietary technology that enables data 
and application portability.115 

Depending on the models, the benefits and risks, but also the division of responsibilities 
and liability between the cloud user and cloud provider will be different. In the framework of 
the EGDI, the EGDI governance structure will have to decide whether to ‘put its data in the 
cloud’ and which type of cloud it will use. For instance, in an IaaS model, the cloud provider 
will typically only be responsible for the physical security of the environment and the availa-
bility of the infrastructure, such as network connectivity, or server availability. The security 
of the applications and databases is the responsibility of the cloud user.116 In the case of 
PaaS, the user will be responsible for the applications, but not for the software tools provid-
ed to build these applications, while in SaaS models, the provider will be responsible for 
security and the proper working of the applications.117 Next, the advantage of a private 
cloud will be the smaller risk for security breaches or data loss, and no need for sharing 
processing resources with other “tenants” of the cloud. However, using a public cloud may 
incur lower costs and larger flexibility. On the other hand, the public cloud may allow less 
room for negotiating the Service Level Agreement and other terms and conditions between 
the user and the provider. A balance needs to be sought between the benefits of the envis-
aged cloud services and their risks. These benefits and risks will be discussed in the next 
sections.  

3.2 Benefits of the cloud 

Benefits of the cloud are manifold, including reduced cost, pricing flexibility, agility, and risk-
reduction.118 

The cloud user can significantly reduce its investment in IT infrastructure and equipment, 
and move to a pay-for-use model rather than a fixed-cost structure.119 This is also true for 
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governments: the cost of government ICT can be reduced, leaving more resources for ful-
filling the core missions of government agencies.120 Cloud services can also provide more 
cost-effective storage for logs, allowing more comprehensive logging without compromising 
performance.121 In addition, the user does not need to acquire the specific IT-skills required 
for maintaining the infrastructure, but can rely on the specialist knowledge available at the 
cloud provider.  

Cloud computing also has practical and technical advantages: possible peaks in processing 
loads and under-utilization of processing power in off-peak moments can be handled and 
diverted by the cloud provider. The users can get to their data from anywhere with an inter-
net connection.122 The decentralisation of data by cloud providers leads to greater redun-
dancy, benefits of scale for security measures (e.g. through content replication, federated 
identity management, or efficient role-based access control)123 and less vulnerability to 
external events such as natural disasters.124 

3.3 Risks of the cloud 

A considerable body of research has developed with regard to the possible risks related to 
the use and provision of cloud services. This report will not repeat all the risks that were 
identified, but rather refer to the extensive analysis done by ENISA in its 2009 report “Cloud 
computing. Benefits, risks and recommendations for information security”.125 In this section, 
we will only give a general overview of the risks that may be of importance for the EGDI.   

These risks may even be intensified if the EGDI uses multiple cloud service providers, e.g. 
because of procurement rules. In such cases, the EGDI will end up with a heterogeneous 
environment of different types of cloud services from multiple cloud service providers.126 

3.3.1 Security and continuity 

Using cloud services raises concerns for security and continuity, because the user will de-
pend on the cloud service provider’s security measures, and in most cases will not be able 
to impose any security requirements. Inadequate security may lead to loss of data, corrup-
tion of data, problems in extracting the data from the cloud service, unintended exposure of 
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data, or continuity problems.127 This may cause reputation damage, or contractual liability 
of the cloud user towards its end-users.128 

An important element in the security policy is the need for secure authentication measures. 
As was mentioned earlier, authentication and authorisation processes are important to 
make sure that the data and services in the EGDI are used only by the persons who are 
authorised to do so. This becomes even more important in the cloud. As the European 
Commission stated in its Communication on Cloud Computing: “The more complex value 
chains and the nested nature of many services in cloud computing makes reliable authenti-
cation necessary both to secure trust and to streamline the use of the services. For exam-
ple single sign-on procedures make the use of a set of services much smoother but require 
more sophisticated and reliable authentication methods than simple self-created passwords 
to enhance trust in the set of providers concerned. The adoption of common standards that 
permit safe but seamless use of services requiring reliable authentication and authorisation 
would be a major boon to cloud adoption”.129 

The cloud user has to take a proactive approach in assessing the appropriateness of the 
cloud provider’s security measures in relation to the sensitivity of the data involved, and of 
course take its own security measures where possible.130 The EGDI should clearly define 
its security requirements and select a cloud service provider that can meet these require-
ments.131 In this selection, financial interests have to be weighed against the need for secu-
rity guarantees, the need for uninterrupted services and business continuity. ENISA has 
developed a checklist of questions that can be used by cloud users to select the cloud ser-
vice provider that could best meet their needs. This checklist can be a valuable guideline in 
the EGDI’s selection process.132   

In selecting the cloud services provider, the service level agreement will play an important 
role: what kind of guarantees is the cloud service provider giving for the data and services 
to be at the disposal of the cloud user and its end users at any moment they require? How-
ever, few cloud service providers are willing to guarantee the availability of service levels 
taking responsibility for internet performance, for instance in the case of denial of service 
attacks.133 Moreover, many cloud service providers limit or exclude their liability or any 
problems that may occur.  

While in many cases, the cloud user may not be able to negotiate its contract with the cloud 
provider and will have to agree to the standard terms and conditions imposed by the cloud 
provider, large users may have the possibility to negotiate different terms. Considering the 
amount of data and services that will be part of the EGDI, it is suggested that any bargain-
ing power is used to ensure the continuity of the service of the cloud provider. This may be 
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required to guarantee the service levels demanded by the INSPIRE requirements or under 
the EGDI’s own service level agreements or terms of service. Other elements that may be 
important to negotiate are the right to be notified of security incidents and the timeframe of 
notification134; prior notification of maintenance downtime, changes to the service, etc.135  

3.3.2 Personal data protection 

A particular concern regarding security relates to the protection of personal data, as the 
processing of such data has to comply with specific requirements under the Data Protection 
Directive.136 While the data included in the EGDI will in most cases not contain personal 
data, as discussed above the possible use of identity management processes for managing 
access to confidential or restricted datasets will most likely imply that personal data will be 
collected from the users accessing the geological data or services. If these data are stored 
in the cloud, the EGDI will have to make sure that the applicable legislation on privacy and 
data protection is complied with.  

One of the main questions in the context of cloud computing involves the division of re-
sponsibilities and liability between the different actors in the cloud computing value chain, 
and the determining of the processors and controllers of the data processing operations 
and their obligations.137 Cloud computing is blurring the distinction between both actors.138 
According to the Article 29 Working Party’s Opinion 169, what matters most in determining 
who the controller is, is factual control, and not contractual provisions or labels, although 
the contract terms still may be important.139 The entity that determines either the purposes 
of processing or the ‘effective means’ of processing is a controller. These ‘effective means’ 
are considered by the Working Party as the substantial questions that are essential to the 
core of the processing: which data to process, for how long, which third parties will have 
access to the data, when will the data be deleted, etc. The technical and organisational 
questions can be delegated to the processor, without turning him into a controller. For the 
technical and organisational measures for security, it is still under discussion whether a 
decision on this makes an entity a controller or not, because even though it is a technical 
measure, security has become essential.140  

Are cloud providers processors on behalf of the cloud user-controller? Some argue that 
storing data as a host without knowing that it contains personal data should not be consid-
ered processing.141 However, data replication for business continuity purposes, splitting 
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personal data into fragments may be considered processing operations which qualify the 
cloud service provider as a processor.142 At the moment, the full extent of the cloud service 
provider’s obligations relating to personal data is still unclear.  

Putting personal data in the cloud entails a transfer of personal data to third parties under 
the Data Protection Directive, possibly to countries outside of the European Union. This 
implies not only that the data subject has to be informed about this by the cloud user, but 
also that the provisions of the directive will apply for transfer of data. In the cases where the 
data is transferred to a country outside of the European Union, Article 26 of the Data pro-
tection Directive will have to be taken into account, requiring particular safeguards for the 
protection of the personal data.  

The EGDI governance structure will have to evaluate in how far the cloud service provider 
can guarantee the compliance with the EU data protection rules. Some cloud service pro-
vider allow the users to choose where their data are stored, enabling the data to remain in 
the European Union.143 As some data providers in the EGDI may also be confronted with 
other requirements for government-held data to stay within the EU or their own country, if 
possible the EGDI governance structure should make sure that it can choose the storage 
location.  

3.3.3 Control and ownership 

The EGDI governance structure and the data providers must carefully consider the provi-
sions in the contractual agreements with the cloud service provider relating to ownership 
and use of the data they decide to store in the cloud. First, it should be checked what kind 
of rights the cloud service provider will claim during the course of the contract. Some cloud 
service providers reserve the right to use the cloud user’s data for their own business pur-
poses to different extents depending on the wording of their terms of use. This may be a 
problem in the case of confidential data or data to which access is restricted, e.g. for na-
tional security reasons. Linked to this, it also has to be checked to what extent the cloud 
service provider has access to the data for monitoring or maintenance purposes and for 
which purposes it can use any resulting information.144  

Sometimes, the cloud service provider also wants to retain the right to use data from the 
cloud user even after the contract has terminated. If possible, it should be made sure that 
the data is properly deleted after the end of the contract, after an appropriate transition pe-
riod. However, this may be difficult, for example when full deletion is only possible by de-
stroying a disk which also stores data from other cloud users, or there is no true data wip-
ing.145 

3.3.4 Interoperability and portability 

As cloud services are not fully developed yet, there may still be a lack of interoperability 
between the services offered by the various cloud providers. If the cloud service does not 
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allow for the efficient migration of the data, whether for technical or policy reasons146, this 
may cause problems for the cloud user to move to another cloud provider or to integrate 
data or services. With regard to moving the data, this issue is often referred to as data 
portability.147  

If the EGDI intends to use cloud services, it has to be ensured that appropriate ‘exit ar-
rangements’ are made for the transition to another cloud service provider, to avoid ‘vendor 
lock-in’.148 These arrangements need to include details of the file formats the data will be 
returned in; the grant of any licences needed to access that data; details on how the data 
will be made available; and a timeline for the transition. It should be the aim to ensure that 
the provider complies with commonly agreed upon standards and formats, allowing the 
EGDI data providers to transfer their data and services to another provider if they wish to 
do so later on. In this way, unreasonable dependence on a cloud service provider can be 
avoided.149  

3.3.5 Audits 

In some cases, an EGDI entity may be required to perform an audit in order to prove its 
compliance with particular standards or national regulation. Such audits may become more 
difficult when the data, services or processes that need to be audited are controlled by the 
cloud provider. Research shows that cloud providers are not inclined to allow such audits, 
for reasons of security and costs.150 

In case such audits are possible, there may still be challenges. With regard to the integrity 
of the data, it may also be difficult to ensure audit trails showing that modifications to the 
data took place at a particular time or on a particular device within the cloud.151 

3.3.6 Jurisdiction and applicable law 

All the risks mentioned above have to be seen against the background of the more horizon-
tal risk that threatens all the legal requirements and compliance questions: jurisdiction.152 If 
data and services are put in the cloud, it is very difficult to find out which law is applicable 
and which court will be competent to handle any disputes. Where are the servers located 
storing the data? Is all the data kept in one place or is it transferred, based on performance 
efficiency? It may be difficult to determine the place of establishment of the cloud service 
provider.153 Moreover, to what extent does compliance with the applicable law in the place 
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where the cloud service is offered suffice for the cloud user to meet its requirements of 
compliance with the applicable law where the end user accesses the data and services?154 

Applicable law and jurisdiction are often laid down in the standard terms of the cloud ser-
vice provider, without room for negotiation. If there is no provision on applicable law in the 
agreement, the Rome I Regulation will apply, entailing that the law of the country with 
which the contract is most closely connected will be applicable. Jurisdiction will be settled 
by the Brussels I Regulation. However, determining this may be complicated by the fact 
that the cloud service provider will himself not always be able to identify the exact location 
of an individual data set or the assets of an individual customer. In addition, finding this out 
or allowing the customer to access this location or to perform its own audits, may breach 
the confidentiality and security requirements of other users.155 

If possible, the EGDI governance structure should try to negotiate the applicable law and 
jurisdiction, to at least a country within the European Union.  

3.4 Impact on the EGDI 

In making its decision on “moving to the cloud”, the EGDI governance structure should 
make a thorough assessment of the advantages and the risks involved, in cooperation with 
the data and service providers involved in the EGDI. It should compare the services availa-
ble on the market, and assess in how far they comply with the EGDI’s requirements from a 
technical, organisational and legal perspective. ENISA has designed a set of assurance 
criteria designed to: 

1. Assess the risk of adopting cloud services (comparing the risks in maintaining a 
‘classical’ organisation and architecture with the risks of migrating to a cloud com-
puting environment); 

2. To compare different cloud provider offers; 
3. To obtain assurance from the selected cloud providers; 
4. To reduce the assurance burden on cloud providers, who would now not have to 

deal with individual requests for audits of their infrastructures and policies.156  

These criteria would be useful for the EGDI to use as guidelines for their evaluation of po-
tential cloud service providers. The questions developed by ENISA look at issues such as 
personnel security; supply-chain management, operational security; authorization and au-
thentication; asset management; continuity management; physical security; and legal re-
quirements.157  

In as far as possible, the EGDI governance structure should negotiate with the cloud ser-
vice providers so that the requirements of the infrastructure, the data and service providers, 
and the end users can be met. Points of negotiation could include, among others, exclusion 
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or limitation of liabilities and remedies; service levels, including availability; security and 
privacy, particularly relating to the Data Protection Directive; lock-in and exit arrangements; 
providers’ ability to change service features unilaterally; intellectual property rights; applica-
ble law and jurisdiction.158 

3.5 Case study: Google 

One possibility for the EGDI to use the cloud for providing data and services to professional 
users and end users would be to ‘put the data in Google’. For instance, a number of 
transport authorities have provided their routes to Google to be included in Google Maps 
and almost 40 years of satellite imagery data from Landsat is available on Google Earth 
Engine.159 Concluding an agreement with Google would be beneficial for EGDI in that it 
would make available Google’s large storage capacity and processing power, and allow the 
EGDI to offer very powerful and fast services to its users. However, there might also be 
drawbacks, in the form of use conditions that have to be agreed with. These use conditions 
may have comparable risks to those that were described in the previous chapter on cloud 
services. It will be up to the decision-making entities within the EGDI to assess the possible 
consequences of entering into an agreement with Google, to try to negotiate on these con-
ditions, or to decide whether or not to accept the conditions that are non-negotiable. 

Google has developed a number of enterprise mapping products that could be used by the 
EGDI to make its data and services available. In essence, there are two ways of partnering 
with Google. First, an organisation can submit content to Google, so that it can be viewed 
by the public, e.g. on Google Maps. Second, an organisation can use the enterprise prod-
ucts for e.g. planning and analysis, emergency management or offering services to end-
users.  

In the following sections, we give an overview of the possible conditions that may apply to 
using Google as a cloud service provider. The description below is based on information 
that could be found on Google’s web pages. However, in many cases the information 
needed to get a full picture of the contractual rights and obligations can only be obtained by 
contacting Google’s sales department. It is recommended that for any specific information, 
the EGDI entities contact a Google representative.  

3.5.1 Submitting content to Google 

Google has made it possible for public bodies to submit their content to Google to be dis-
played in Google Maps, Google Earth, etc.160 Via the Map Content Partners programme, 
organisations with authoritative data can make their data available to the worldwide public. 
Data that can be provided include base map (vector) data; cities in 3D; imagery; and transit 
information.161 Specifically, the following types of data are accepted by Google: 

• 3D building models 
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• Aerial imagery (current and historical) 
• Digital terrain models 
• Public transit system routes and schedules 
• Parks and protected areas 
• Places of interest (hospitals, tourist attractions, government buildings) 
• New developments/construction (residential neighborhoods, shopping centers)  

o Road networks 
o Geocoded addresses 
o Parcel data 

• Building footprints 
• Bike paths162. 

The specifications for each of the content types are set out in detail on the programme’s 
website.163 In order to upload the data, the organisation needs to contact Google via filling 
out a web form.164  

In order to add the organisation’s content to Google, a content licence agreement needs to 
be entered into, affirming that the organisation has the necessary rights to grant a licence 
to the content and determining what Google will and won’t do with the content.165 In case 
the content is in the public domain, no licence agreement is necessary.  

The licence agreement itself is not available publicly and is only provided to organisations 
that have contacted Google for uploading their data. Therefore, it is impossible to assess all 
conditions of the agreement. In fact, Google asks its partners not to disclose the terms of 
the agreement.166 

However, some things are already clarified in the information on the Map Content Partners 
Programme’s website. For instance, the licence agreement is not an exclusive agreement, 
and the content provider can still disseminate its information via other channels.167 Howev-
er, Google does get a perpetual and irrevocable right to maintain the content in its services, 
entailing that the provider cannot ask to remove its data later on. Google does not resell or 
redistribute the content, but it is viewable in free consumer services such as Google Maps, 
which incorporates advertising, and Google Earth Enterprise, which is licensed to organisa-
tions at a charge. Some map content will also be made viewable on third party websites 
through the Google Maps API, but it remains hosted on Google servers and is not redistrib-
uted. The raw data is not provided to third parties.  

Partners are neither charged nor paid for providing the data. Attribution for the content 
viewed on Google Earth is done at the base of the user interface, while for Google Maps 
the attribution is generally put on the legal notices page.168 In case of public security or 
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national safety concerns, Google is willing to discuss possible blurring measures or other 
security measures.169 

In principle, the terms of the content licence agreement are non-negotiable. Google offers a 
version of the licence agreement that is tailored to address common legal concerns of pub-
lic sector entities that, depending on the country, may have the form of a click-to-accept 
licence, or be a conventional paper agreement.170  

3.5.2 Using Google services  

In the second situation, the EGDI would not be submitting its content to Google to show it in 
Google’s mapping products to the Google users, but would rather use Google products to 
develop its own products and services towards its users. Products that may be used in-
clude the enterprise versions of Google Maps and Google Earth, and the Google Cloud 
Platform. In this section, we look at the use conditions for these services.  

3.5.2.1 Google Cloud Platform 

The Google Cloud Platform includes a number of services: 

• Google App Engine: a platform as a service to build and host applications on the same 
infrastructure used at Google.171 

• Google Compute Engine: an infrastructure as a service that lets users run their large-
scale computing workloads on Linux virtual machines hosted on Google's infrastruc-
ture.172 

• Google Cloud Storage: allows storage and access management for users’ data, e.g. for 
archive purposes, for sharing data, for storing application data, for serving static data 
for websites.173  

• Big query: a data analysis service for analysing big data in the cloud using SQL, ena-
bling ‘real-time business insights in seconds”.174  

• Cloud SQL: allows maintaining and administering MySQL databases in Google’s 
cloud.175  

• Google Prediction API: allows using Google’s machine learning algorithms to analyse 
data and predict future outcomes.176 

• Google Translate API: can be used to build multilingual apps and programmatically 
translate text in webpages or applications.177  

Separate terms of service are applied for the Google Apps Engine and the Google Trans-
late API. For Google Cloud Storage, Google Prediction API, Google BigQuery Service, 
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Google Cloud SQL, Google Compute Engine, and Google Cloud Datastore, the terms of 
service are the same.178 However, the content of the terms of service is largely similar, so 
they will be discussed together. In order to find the terms of service, a user has to sign in to 
get started.  

The terms of service for Google App Engine are agreed upon by the Customer by ticking 
the box that he or she has accepted them. The licence works in two directions. On the one 
hand, the customer obtains a licence to use the service and to integrate the service into 
any application and provide the integrated product to users. On the other hand, by submit-
ting, posting, generating or displaying and application and/or customer data on or through 
the service, the customer gives Google the right to reproduce, adapt, modify, translate, 
publish, publicly perform, publicly display and distribute any application and/or including 
customer data for the sole purpose of enabling Google to provide the customer with the 
service in accordance with the Agreement. This entails that Google can do whatever is 
needed with the customer data and the application to make sure its service works. Other 
than this, Google obtains no rights to the customer’s content or any intellectual property.  

With regard to security, Google commits to ensuring that all facilities used to store and pro-
cess applications and customer data will adhere to reasonable security standards no less 
protective than the security standards at facilities where Google processes and stores its 
own information of a similar type. As a practical matter, this creates a strong incentive for 
Google to be constantly improving the data security for its customers because it has strong 
business incentives to protect its own data. For instance, Google Cloud storage supports 
OAuth 2.0 authentication, developed by the Internet Engineering Task Force. 

The terms of service of the Google App Engine state that Google may process and store 
applications and customer data in the United States or any other country in which Google 
or its agents maintain facilities. This may be problematic for public authorities who are re-
quired to store their data in their own country. However, with regard to the end user data, 
Google allows the customer to select the location of storage, either in the United States or 
the European Union. This enables the customer to comply with its obligations regarding the 
protection of personal data. In addition, Google is enrolled in the U.S. Safe Harbor pro-
gramme, so it complies with article 25 of the Data Protection Directive. For the other ser-
vices, including storage, the customer can choose the storage location for all data.  

The terms of service can be altered by Google, and material changes will become effective 
90 days after they are posted except if the changes apply to new functionality in which case 
they will be effective immediately. The customer can only show his disagreement with the 
changes by stopping to use the service. Modifications will be posted on the website of the 
Terms of Service, so it is the customer’s responsibility to check regularly whether Google 
had made changes to the agreement.  

Material changes to the service itself will be notified by Google, but only if the customer has 
subscribed with Google to be informed about the change. If Google intends to discontinue 
the service or make backwards incompatible changes, Google will announce this and use 
commercially reasonable efforts to continue to operate the service without the changes until 
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one year after the announcement or April 20, 2015. Exceptions to this are the situation 
where the discontinuation or change is required by law or a third party relationship, or 
where waiting this long would create a security risk or substantial economic or material 
technical burden.  

Finally, Google makes no warranties about the service except what is expressly stated and 
limits its liability for any damages or losses to the maximum extent allowed under the appli-
cable law. The applicable law is the law of the State of California.  

The service level agreements are not included in the terms of service, but are provided on 
a separate webpage.179 For the Google Apps Engine, Google guarantees an uptime of 
99.95% in any calendar month. If it does not reach this limit, customers can claim back a 
percentage of their bill, based on the downtime percentage. For the standard storage class 
of Google Cloud Storage, an uptime of 99.9% is guaranteed, and for the Durable Reduced 
Availability Storage class, the lower limit is 99%.180  

3.5.2.2 Google Earth and Maps Enterprise 

Google Earth and Maps Enterprise includes a number of products: 

• Google Maps API for business: this is a collection of APIs that enable the user to 
overlay his own data on a customised Google Map. Contrary to the free Google 
Maps API, the API for business includes a service level agreement. In addition, it 
contains a number of extra features.181  

• Google Earth Enterprise: this service allows users to store and process terabytes of 
imagery, terrain and vector data on their own server infrastructure. Users can pub-
lish maps securely for their users to view using Google Earth desktop or mobile 
apps, or through their own application using the Google Maps API.182 

• Google Maps Engine: this service allows the user to create his own maps and 
share them with others.183 

• Google Earth Pro: this is a 3D interactive globe that can be used for data visualisa-
tion to aid planning, analysis and decision making. 

The terms of service (which were again difficult to find), are discussed below. 

Google Maps API for business 

Under the agreement, which is entered into by a corresponding Ordering Document, the 
customer gets a licence to use the Google Maps services to display the maps and track 
assets in his own implementation and to “access, use, publicly perform and publicly display 
the Content in the Customer Implementation”.184  
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If the customer submits his own content to Google through the API services, Google is 
granted a licence to “reproduce, adapt, modify, translate and distribute this Customer Con-
tent”. Hence, Google can use the customer’s data that are uploaded to be displayed on 
Google Maps.  

Commercially reasonable changes can be made by Google to the service. Material chang-
es will be notified by Google, but only if the customer has subscribed with Google to be 
informed about the change. The same conditions apply to changes in the terms of service. 
However, as the customers are paying a fee, Google is slightly more lenient with regard to 
the possibility of opposing the changes. If the change has a material adverse impact on the 
customer and he does not agree to the change, he must notify Google within thirty days 
after receiving notice of these changes. In that case, the customer will remain governed by 
the terms in effect immediately prior to the change until the end of the license term. Re-
newal of the licence term would be under the new terms of service. 

With regard to deprecation, a comparable policy is in place as for the Google Cloud Plat-
form. Google will announce if it intends to discontinue or make backwards incompatible 
changes to its APIs or services. Unless a different deprecation period is indicated by 
Google in writing in the applicable API’s or service’s agreement or policies, Google will use 
commercially reasonable efforts to continue to operate the applicable APIs or services 
without these changes until one year after the product’s deprecation announcement. Ex-
ceptions to this are the situation where the discontinuation or change is required by law or a 
third party relationship, or where waiting this long would create a security risk or substantial 
economic or material technical burden.  

The agreement contains detailed provisions on the restrictions of the rights of the user and 
the payment arrangements. The licence is concluded for a particular term agreed upon by 
the parties, and is renewed automatically. 

A service level agreement, guaranteeing 99.9% uptime for each calendar month, is set out 
on a separate webpage.185 

Google Maps Engine API 

This API falls under the general terms of service for Google APIs, unless there is a direct 
licence entered into by the organisation. It is not clear what this direct licence would cover 
and how it can be obtained. For more information about such licences, Google’s sales de-
partment needs to be contacted. 

For the Google Maps Engine API, the user has to provide the following rights to Google: 
“By submitting, posting or displaying content to or from the APIs through your API Client, 
you give Google a perpetual, irrevocable, worldwide, royalty-free, and non-exclusive li-
cense to reproduce, adapt, modify, translate, publish, publicly perform, publicly display and 
distribute such content. However, Google will only use such content for the purpose of en-
abling Google to provide the APIs and only in accordance with the applicable Google priva-
cy policies. You agree that this license includes a right for Google to make such content 
available to other companies, organizations or individuals with whom Google has relation-

                                                   

185
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ships for the provision of syndicated services, and to use such content in connection with 
the provision of those services. Before you submit content to our APIs through your API 
Client, ensure that you have the necessary rights (including the necessary rights from your 
end users) to grant us the license”. 

Google Earth Pro 

Google Earth Licences can be bought online.186 However, the terms of use are not availa-
ble on this site. They have to be read elsewhere, and it seems that they don’t have to be 
accepted before buying the software.187 Under the licence, the user obtains the right to use 
the during the term of the agreement on a single designated computer. Company use is not 
foreseen.  

Google Earth Enterprise 

Google Earth Enterprise is specifically designed for customers owning very large quantities 
of data, such as the EGDI. However, there is no information on the applicable licences 
available and the sales department has to be contacted for more information.188 

3.5.3 Impact on the EGDI 

If the EGDI governance structure would decide to use Google for the storage of its data or 
the dissemination of its data and services, it is recommended that they contact a sales rep-
resentative of Google. The terms of service and licence conditions that can be found on 
Google’s website are not directed at large corporate or government users such as the EG-
DI, and a separate agreement will have to be made with Google. This may also imply that 
Google will claim less rights on the data stored on its servers than it does in the case of 
non-business users of the free services.  

In any case, it must be made sure that the EGDI data and service providers can comply 
with their obligations under European and national law with regard to the storage and dis-
semination of geological data, that the data are sufficiently secure, and that an appropriate 
access management control system can be implemented to ensure that possible access 
restrictions required by national law can be maintained.  
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4 Conclusion and summary 

At the start of setting up the EGDI and during the deployment of the EGDI, the entities in-
volved will have to make a risk assessment, estimating the potential risks to the trust in the 
EGDI and setting out possible remedies to mitigate these risks.189 It should also be kept in 
mind that these risks evolve – for instance, security mechanisms that were state of the art 
two years ago may be considered easy to breach now. Therefore, an evaluation is neces-
sary every few years.190 

Many of the topics addressed in this deliverable have an impact on the technical infrastruc-
ture of the EGDI. However, as was mentioned a number of times, issues such as security, 
authentication, data protection or rights management, also have a governance component. 
The governance model of the EGDI will therefore also play in important role in ensuring 
trust in the infrastructure and its components, including the different entities involved in the 
EGDI, their internal organisation and the organisation of their multi- and/or bi-lateral rela-
tionships.  

In addition, one should not forget the human factors that play a role in trust: systematic 
attention for the actors in the system or infrastructure from the perspective of their culture 
and behaviour is just as important as technological security measures or carefully designed 
trust policies.191 

In summary, the following points of attention can be given for the inception and implemen-
tation of the EGDI.  

Trust in the data 

1. Metadata: It is recommended that for the non-INSPIRE data sets included in the 
EGDI, it is examined in how far the metadata requirements of INSPIRE can also 
be applied. Next, it should be examined in how far the metadata can include in-
formation on the fitness for purpose.  

2. Quality information: the data providers in the EGDI should consider whether it 
would be useful and feasible to design a standard method for the description of 
quality of the geological data included in the EGDI.  

3. Authentic sources: the EGDI data providers should consider how they will deal 
with national authentic sources. If they choose to create pan-European authentic 
sources, a process should be developed for the creation and recognition of these 
sources.  

4. Security: the EGDI data and service providers should set up a security policy that 
provides sufficient security, but also maintains as much user-friendliness as possi-
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ble. Such a security policy includes an assignment of responsibilities, including 
decisions on the entities responsible for developing and updating the security poli-
cy, maintaining logs for operations, serving as a point of contact for security 
breaches, performing the compliance audits, etc.  

Trust in the services 

1. Metadata and quality information: It is recommended that for non-INSPIRE services 
included in the EGDI, it is examined in how far the metadata requirements of IN-
SPIRE can also be applied. Next, it should be examined in how far the metadata 
can include information on the fitness for purpose, and which other channels can be 
used for providing information on the characteristics of the services.  

2. Security: The security policy that needs to be developed by the data and service 
providers in the EGDI needs to pay sufficient attention to services, particularly with 
regard to access management and guarantees for continuity. In developing this se-
curity policy, the role of each party in the EGDI governance structure needs to be 
clarified.  

3. Service level agreements: Service level agreements or terms of service will have to 
be developed that are feasible for the service providers and that at the same time 
are sufficient for the users of the EGDI. The EGDI governance structure should 
consider whether it wants to propose common service levels for all or particular 
categories of services in the infrastructure.  

4. Digital rights management: It should be considered to what extent rights manage-
ment technology is required and what its exact function should be. Any such tech-
nology should be implemented in coordination with the licensing policy that is set up 
in the EGDI. The GeoRM and GeoREL standards should be used. A support and 
implementation strategy for implementing GeoRM in the participating organisations 
should be rolled out. 

Trust in the people 

1. Identity management system: an appropriate identity management system needs to 
be set up, that allows for cross-border transactions, and that does not impose too 
heavy a burden on the users of the system (e.g. often qualified electronic signa-
tures are too ‘heavy’). A federated identity management should be considered, and 
the appropriate software, policies and security for this should be agreed upon. It 
should be considered whether a third party will be the identity provider, or whether 
one of the entities in the EGDI will function as the identity provider. Tasks and re-
sponsibilities for managing this federated identity management should be allocated 
in an agreement between all parties in the EGDI that will use the system.  

2. Personal data protection: for the processing of personal data from the identity man-
agement system, the tasks and responsibilities should be clearly set out and a con-
troller should be assigned. This controller should make sure that 

o It is clearly established which national data protection legislation is applica-
ble; 
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o A privacy policy is drafted for the EGDI that includes a division of tasks and 
responsibilities, and organizational and technical measures for the treat-
ment, confidentiality, and security of the personal data. This privacy policy 
should be disseminated to all partners in the EGDI; 

o Consent is obtained in writing from the data subject by using an appropriate 
standard form for consent; 

o The purpose of the processing is legitimate and clearly delineated before 
the collection of the personal data starts, and the data are not used for any 
other purpose than the purpose that is communicated to the data subjects. 
This purpose will be the provision of the data and services, and making sure 
that only authorised persons get access to these data and services.  

o Only the data that are strictly necessary for the purpose can be collected 
and processed. They have to be destroyed as soon as they are no longer 
necessary for the purpose.  

o The data subjects are appropriately informed about the data processing and 
about their rights to access, correction and objection. 

o The personal data are processed on the territory of a European Member 
State and not transferred to a country that does not have an adequate level 
of data protection; 

o The competent national Data Protection Authority is notified about the data 
processing operations.  

Moving the EGDI to the cloud 

1. Risk assessment: The EGDI governance structure should make a thorough as-
sessment of the advantages and the risks involved, in cooperation with the data 
and service providers involved in the EGDI. It should compare the services availa-
ble on the market, and assess in how far they comply with the EGDI’s requirements 
from a technical, organisational and legal perspective.  

2. Negotiation: In as far as possible, the EGDI governance structure should negotiate 
with the cloud service providers so that the requirements of the infrastructure, the 
data and service providers, and the end users can be met. Points of negotiation 
could include, among others, exclusion or limitation of liabilities and remedies; ser-
vice levels, including availability; security and privacy, particularly relating to the Da-
ta Protection Directive; lock-in and exit arrangements; providers’ ability to change 
service features unilaterally; intellectual property rights; applicable law and jurisdic-
tion.192 
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